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We explored applications of the Raspberry Pi running
the Raspbian Operating System to create a network
traffic monitoring web application for IoT (Internet of
Things) devices. We used the Raspberry Pi as a wireless
access point that devices can connect to so that the
outgoing traffic from the devices can be monitored.

Our major goals for this project are as follows:
• Setting up the Raspberry Pi and turning it into a

Wireless Access Point
• Installing a Django Python Framework
• Monitoring NetworkTraffic on the Raspberry Pi
• Designing an Interface for Django web page
• Designing models for network traffic database
• Implementation and testing with real devices.

The project goals are achieved by incorporating the
following systems together:

• Hostapd
• This is a user space daemon process that allows

the network card to become an access point.
• DnsMasq
• This is a DNS forwarder that provides DNS

services.
• Djgano
• This is a Python framework that operates our web

page.
• PythonVirtual Environments
• The Virtual environment allows for the creation of

modules
• Tcpdump
• This is a packet analyzer that runs in the

command line.

Django is a Python Framework that attempts to ease the
creation of data-driven website. Through its project
system is allows for reusability and organization. The
organization works as follows:

• Projects
• Applications
• Templates
• Page src
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With the ubiquity of the many internet enabled devices
on the market now, it is important to consider the
security implications of running these devices in your
home. For instance, an internet enabled doorbell
camera may be able to keep track of when you are not
home, who/when people are visiting, and if any packages
have been left on your door step.

Motivation

Utilizing tcpdump allows for us to track packets that are
being sent from our IP so that we know exactly what
information the device that is connected to our access
point is sending and where the information is being
received. Any device sending outgoing data on this
network should be monitored further.

Tcpdump

Results/Future Work

We successfully connected to our access point and were
able to capture packets going to other countries. For
the next iteration, we would like to “jail” devices (not
allow them to send out packets further) and
collect/store data for further forensics.


